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CHAPTER1

Introducing Vulnerability
Management

Vulnerability management is one of the foundational practices of
an effective cybersecurity program. It focuses on identifying, clas-
sifying, prioritizing, remediating, and mitigating vulnerabilities in
software and hardware systems. A complete vulnerability manage-
ment program accomplishes more than just detection. It establishes
a proactive approach to security, protecting systems before attackers
can exploit known weaknesses to avert attacks entirely, rather than
reacting after the fact. It helps organizations significantly reduce
their attack surface and safeguard critical data and network infra-
structure by continuously scanning for, analyzing, and addressing
vulnerabilities.

New threats constantly emerge, and new exposures are discovered
daily, making vulnerability management a continuous process rather
than a one-time undertaking. Building a vulnerability management
program has always been, and still is, crucial because vulnerabili-
ties pose a significant risk when left unaddressed or poorly man-
aged. Unmitigated vulnerabilities lead to unauthorized access, data
breaches, and system failures, which have catastrophic effects on
business operations and data protection.

Cybersecurity constantly evolves, and the impact of vulnerabilities
extends far beyond immediate security concerns; vulnerabilities can
disrupt business productivity, stymie operations, erode customer
trust, and ultimately result in substantial financial losses.




A Brief History of Vulnerability Management

Vulnerability management has undergone significant transforma-
tions over the years, evolving with technological changes and the
maturation of the cybersecurity industry. In its infancy, cybersecur-
ity was predominantly concerned with physical security and basic
network protection. Early approaches to identifying and managing
vulnerabilities were rudimentary, focusing on immediate threats
using the limited tools and techniques available. This nascent stage
laid the groundwork for what would, in time, become a complex
discipline and part of a more holistic approach to cybersecurity.

The focus of vulnerability management shifted dramatically as the
internet emerged and the global population grew increasingly con-
nected. The internet has made it easier than ever for individuals to
share information, allowing data to travel in the blink of an eye.
As this technology became ubiquitous, threats and cybercriminals
evolved. Attacks were no longer the result of a single malicious actor
whose actions affected one organization at a time. Attacks became
broader, and threat actors grew bolder and more organized.

The surge in cybercrime started with the Morris Worm, the first
major multiorganizational attack, which exploited known vulner-
abilities and impacted thousands of computers. Similar attacks
followed, with the ILOVEYOU virus using emails as a vector
and WannaCry ransomware devastating hundreds of thousands of
unpatched computers. Attacks were not purely limited to malware.
Equifax’s data breach, for example, stemmed from attackers exploit-
ing unpatched vulnerabilities and stealing the personal data of mil-
lions of people. Each of these attacks could have been averted if
vulnerabilities had been properly managed.

The threat landscape was only part of the catalyst for the growth
of vulnerability management. Industry standards and regulations
also evolved to help manage emerging threats. Establishing dedi-
cated cybersecurity organizations like the Computer Emergency
Response Team (CERT) and creating the first vulnerability data-
bases introduced systematic approaches for identifying, reporting,
and managing vulnerabilities. Similarly, government-led initiatives
and regulations, including the General Data Protection Regulation
(GDPR) and the Health Insurance Portability and Accountability
Act (HIPAA), have heavily influenced the development and imple-
mentation of industry-wide vulnerability management practices.
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However, the focus on regulatory compliance still overlooked some
vulnerabilities that exposed organizations to the risk of a breach.
Vulnerability management efforts naturally supported these compli-
ance efforts, but too many organizations treated the compliance
process as a checklist, rather than using it as a guide to provide a
better structure for their cybersecurity program.

Tracking Vulnerabilities

Vulnerability tracking is one of many critical tasks in vulnerability
management. It started with tools that employed various methods
and systems to systematically identify and monitor potential secu-
rity flaws. Each method was tailored to address different aspects
of the vulnerability management process. These methods include
automated scanning of networks, applications, and systems to detect
known vulnerabilities based on signatures or heuristics. The track-
ing process then grew to include configuration management tools to
assess systems against established security benchmarks and identify
deviations that may pose risks.

Further evolutions, integrated with threat intelligence platforms,
help correlate vulnerability data with active threats in the wild, pro-
viding contextual insights that enhance the understanding and cat-
egorization of vulnerabilities. These tools and techniques pinpoint
and categorize vulnerabilities to facilitate communication within
the cybersecurity community. This categorization is essential for
prioritizing response efforts and effectively conveying the severity
and implications of vulnerabilities to stakeholders.

Understanding CVEs

Common Vulnerabilities and Exposures (CVEs) were developed by
MITRE Corporation in 1989 to standardize the tracking and classi-
fication of vulnerabilities. Each CVE is a unique label that defines
and categorizes a specific security vulnerability. The standardized
structure of CVEs is crucial for effective vulnerability management,
as it allows for precise and consistent communication about specific
vulnerabilities across different platforms and organizations globally.

The role of CVEs extends beyond just identification. CVEs pro-
vide crucial information to manage and prioritize security threats.
They also establish a universally recognized reference point, help-
ing to facilitate quicker decision-making regarding addressing
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and mitigating risks. This helps organize and streamline response
efforts, ensuring that the most critical vulnerabilities receive imme-
diate attention.

Understanding CVSS Scores

While CVEs help standardize the discussion of vulnerabilities, the
Common Vulnerability Scoring System (CVSS) provides a standard
method for assessing and scoring their severity. The CVSS standard-
izes how the impact, complexity, and exploitability of vulnerabilities
are evaluated by assigning a numerical score from 0 to 10. This
system has several components, starting with a base score that meas-
ures the intrinsic qualities of a vulnerability. Additionally, temporal
and environmental scores account for factors that change over time
Or Vary across user environments.

Higher scores indicate more severe vulnerabilities that have a more
significant impact and are easier to exploit. Teams often prioritize
these vulnerabilities for remediation over lower-scoring vulnerabili-
ties that are either harder to exploit or far less impactful.

The CVSS is integral to organizations making informed decisions
about remediation priorities. It helps companies efficiently allocate
their resources, allowing them to focus on patching or mitigating
vulnerabilities that pose the most significant risk.

Modern Approaches

CVSS scores are not the only way vulnerability management deter-
mines the risk of a given vulnerability. The Exploit Prediction Scor-
ing System (EPSS) model was created to estimate the likelihood
of a software vulnerability being exploited in the wild. It leverages
historical exploit data, the characteristics of vulnerabilities, and the
environments they affect to provide a score that helps organizations
prioritize vulnerabilities based on their actual risk of being exploi-
ted. While the EPSS model is a valuable step forward, its accuracy
depends heavily on the accuracy and completeness of the data used
to generate the scores.

Around the same time the EPSS model was introduced, the Cyber-
security and Infrastructure Security Agency (CISA) developed the
CISA Known Exploited Vulnerabilities (KEV) catalog, a curated
list of vulnerabilities that are actively exploited by cyber adversa-
ries and are verified by partner agencies and the private sector.

4 | Chapter 1: Introducing Vulnerability Management



The KEV catalog provides accurate data on known threats, helping
organizations to prioritize remediation efforts based on vulnerabil-
ities that pose significant and proven risks to their networks and
systems. However, the CISA KEV catalog is not an exhaustive list of
all vulnerabilities that could possibly threaten an organization.

The Challenges of Vulnerability Management

Vulnerability management has matured significantly over the years,
yet addressing challenges and gaps is still a struggle. This is partly
due to the shifting threat landscape and the continuously evolving
nature of technology and cyberattacks. Numerous products devel-
oped for vulnerability management offer varying capabilities and
features. Unfortunately, no single solution is the perfect answer. At
best, trade-offs are made to balance operational ease with organiza-
tional fit. This results in solutions that excel in certain environments
but leave gaps in visibility or coverage in others.

While a vulnerability management program is crucial to an organ-
ization’s security posture, several significant weaknesses make tra-
ditional vulnerability management less effective in providing the
necessary mitigations demanded by the modern threat landscape.

Alert Overflow

One of the pervasive challenges in vulnerability management pro-
grams is managing the overwhelming volume of alerts generated
by various security solutions. Organizations employ multiple tools
to detect vulnerabilities, but not all reported issues are actionable
or genuine. Many alerts turn out to be false positives—tindings that
initially seem valid but are ultimately deemed irrelevant upon closer
examination. This flood of incorrect alerts consumes substantial
time and resources as analysts must verify each alert, contributing to
security inefficiencies.

The consequences of these false positives extend beyond wasted
resources; they lead to a phenomenon known as alert fatigue. As
analysts encounter a high volume of alerts that do not translate
into real threats, there’s a growing tendency to view new alerts
skeptically. This skepticism can result in a slower response to inves-
tigating alerts, potentially overlooking genuine vulnerabilities. The
challenge, therefore, is not just in identifying vulnerabilities but also
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in enhancing the accuracy of the detection tools to reduce false
positives and, in turn, lower alert volume.

Reliance on Agent-Based or Agentless Solutions

Vulnerability management tools often rely on agent-based scanning
or agentless methods. While providing in-depth and continuous
monitoring of each device, agent-based scanning is resource inten-
sive and time-consuming. It also brings significant administrative
overhead as each new device added to the network necessitates an
additional manual installation of the agent. Dependency on operat-
ing system compatibility can also limit the scanning scope, because
agent-based solutions don’t always effectively cover network devices
such as routers and switches.

Alternatively, agentless scanning, although advantageous for its
minimal impact on system resources and ease of deployment, strug-
gles to provide the depth of visibility and continuous monitoring
needed, particularly in decentralized networks. The lack of installed
agents means that any devices operating behind personal or remote
networks—common in today’s remote work and mobile environ-
ments—are often beyond the reach of agentless scans, leaving
potential vulnerabilities unchecked. While agentless systems scan
various devices regardless of operating systems, they often provide a
less granular view of the organization’s security posture than agent-
based systems. Unlike agent-based systems, agentless systems are
unable to access operating systems at lower levels, limiting their
visibility into running processes and memory. Additionally, this
method’s reliance on network accessibility means that any network
disruptions impede the ability to conduct thorough scans, introduc-
ing gaps in security monitoring that attackers could leverage to their
advantage.

Limited Visibility

Vulnerability management tools, used alone, have limited visibility
and rarely address the need for proactive asset discovery. Traditional
scanning tools often fall short when addressing assets in the cloud.
They struggle to maintain visibility due to the dynamic nature of
cloud services, where virtual assets frequently spin up and down.
This ephemeral quality leads to missed scans and unmonitored peri-

ods of vulnerability exposure. Conversely, some tools are specifically
cloud-centric; they excel at detecting vulnerabilities in the cloud but
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suffer the same lack of visibility for on-premises assets. Considering
that most organizations are hybrid, multiple solutions are often
needed to cover the potential attack surface.

Challenges Detecting Misconfigurations

Similarly, not every tool detects all varieties of issues. Some special-
ize in detecting vulnerabilities associated with different versions
of software or services, yet fail to detect misconfigurations. This
provides easy targets for attackers. To address this, organizations are
often forced to adopt multiple solutions to get full coverage. Using
multiple vulnerability management tools requires additional time
and personnel to manage, operate, and maintain. It often requires
multiple dashboards for a complete picture of organizational vulner-
abilities, which comes with its own challenges.

Complexity

Managing multiple vulnerability management tools, each with its
own dashboard, adds significant complexity to a cybersecurity pro-
gram. It creates a fractional view, often leading to missed or improp-
erly prioritized vulnerabilities because a user cannot assess all the
data from multiple tools simultaneously. This is a serious problem
because, in many cases, if taken together, this data indicates that
a vulnerability is more significant than it appears in the fractional
view.

However, the challenge does not end there, as many vulnerabil-
ity management solutions force a trade-off between complexity
and customization. While offering the ability to tailor features
and functionalities to specific needs, customizable solutions tend
to introduce greater complexity into the security processes and
infrastructure. This complexity manifests in more intricate setup
processes, higher maintenance requirements, or a steeper learning
curve.

On the one hand, high levels of customization allow organizations
to fine-tune their security measures to precisely address unique
risks, integrate seamlessly with existing systems, and align with
internal workflows and policies. On the other hand, this custom-
ization can complicate system management, potentially requiring
dedicated resources for continuous configuration adjustments and
updates.
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Lack of Timely Updates

Any vulnerability management solution is only as good as the data
from which it draws conclusions. Numerous vulnerability databases
are out there, each with a different selection of vulnerabilities.
The diversity and scope of these databases can vary significantly,
affecting the comprehensiveness of the vulnerability management
process. For example, some databases may focus on vulnerabilities
in widely used commercial software, while others might include
more extensive data on open source projects or less common appli-
cations. This variability can lead to disparities in security coverage,
with some systems better protected than others based on the data
sources utilized by their respective vulnerability management tools.

Performance limitations exist for each of these databases based on
their frequency of updates and ability to provide data promptly.
Latency in registering vulnerabilities leaves organizations vulnera-
ble, while vulnerabilities exist in the wild but are undetectable if
databases do not contain this information. Delays can also come
from the database’s ability to serve information to products and ven-
dors. Those with limited resources may not have the infrastructure
to provide timely updates, delaying the ability of products to update.

Similarly, when vulnerabilities are first discovered, there is a period
when they are unknown to the public and the affected software
developers, leaving no time for preventive patches or software
updates. These zero-day vulnerabilities can be exploited to bypass
security measures and compromise systems before defenses are
implemented. This makes them particularly dangerous and chal-
lenging for cybersecurity teams, as they must rapidly identify, assess,
and mitigate these threats without prior knowledge or preparation.
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CHAPTER 2

Introducing Exposure
Management

Vulnerability management was an important first step toward limit-
ing exposure, but it was not enough. The modern IT environment
has evolved dramatically since vulnerability management was first
introduced. Organizations are no longer centralized in offices, with
their core technologies stored in internal data centers and their
entire workforce on premises. Today, businesses utilize cloud tech-
nologies and mobile workforces, and a variety of technology is
integrated into every facet of the traditional office, with ever-present
Internet of Things (IoT) devices controlling everything from build-
ing access to coffeemakers.

This has created an attack surface that is too broad and complex
for traditional vulnerability management, which generates too much
data with no relevant context. As a result, organizations were left
chasing exposures with high CVSS scores that didn’t improve the
actual organizational risk posture. Those vulnerabilities were being
resolved, but assets with lower vulnerabilities were left exposed.

Businesses needed a new solution that would build on vulnerability
management’s foundation yet would offer a broader perspective,
integrating continuous threat assessment with business priorities
and context.




What Is Exposure Management, and
Why Was It Created?

Exposure management is the natural evolution of vulnerability man-
agement. It is a more comprehensive approach to identifying, assess-
ing, and mitigating risks that can expose an organization’s assets and
data to cyber threats.

Exposure management helps organizations take a more proactive
approach to security using business context. Rather than reacting to
known vulnerabilities, it leverages information about the specific
organization to anticipate and mitigate potential exposures and
attack vectors before attackers can exploit them.

Shifting to a proactive approach helps organizations use their
resources strategically. With a clearer understanding of the most
critical exposures, organizations can leverage their limited security
resources more efficiently and effectively.

In addition to including an assessment of software vulnerabili-
ties and misconfigurations, exposure management takes a broader
view, looking at unnecessary data exposures, insecure interfaces,
and other exploitable security risks. As part of this more holis-
tic approach, exposure management also assesses cloud platforms,
mobile devices, and IoT, including them as part of the process rather
than as one-off assets.

To add context to this data, exposure management incorporates the
potential impact on business operations and objectives as part of the
risk assessment. This creates a more accurate prioritization of risks
needing immediate attention.

Reactive strategies respond to threats, which leads to massive events
that disrupt the daily operations of teams to create concerted efforts
to eliminate high-risk vulnerabilities. While effective for closing new
and urgent vulnerabilities such as zero-day attacks, this approach
stresses staff and creates a never-ending cycle of significant incidents
that need a response. Proactive strategies can reduce this stress by
decreasing the number of significant incidents that occur.

Although the proactive approach doesn’t eliminate all security inci-
dents, which would be impossible due to time and resource con-
straints, it does leverage discovery and business prioritization to
assess which issues are the most critical to fix. Anticipating which
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exposures will need to be addressed, prioritizing them in order
of criticality, and pushing for early remediation allows teams to
work exposure management into their development and operational
cycles so that they can eliminate problems early, rather than getting
worn out chasing each emergency issue in a never-ending game of
Whac-A-Mole.

The proactive approach of exposure management can also play a key
role in improving organizational incident response capabilities. By
understanding the potential exposures, organizations can develop
more targeted response strategies that can quickly contain and mit-
igate the effects of a security breach, which again more efficiently
leverages resources and reduces stress on teams, allowing them to
work more effectively.

Exposure management also is crucial for regulatory compliance and
data protection efforts. It helps identify and secure data across all
systems, enabling organizations to more successfully reduce the risk
of compliance violations and data breaches. By maintaining align-
ment with these rules, companies avoid the costly fines, litigation,
and reputational damage that come with failures to comply. This is
especially important as consumers are far more aware of companies
compromising their sensitive data through a breach, and many will
take their business elsewhere in the future when they perceive that a
company does not provide adequate data security.

Contrasting Vulnerability Management and
Exposure Management

On the surface, vulnerability management and exposure manage-
ment seem very similar, but they focus on different areas of cyber-
security. Vulnerability management primarily identifies, categorizes,
and mitigates known software and hardware vulnerabilities that
attackers could exploit. It focuses on technical issues and takes a
reactive approach to security that uses patch management and com-
pliance as benchmarks.

Exposure management, as mentioned earlier, offers a broader, more
proactive approach. It deeply integrates security measures with busi-
ness operations, emphasizing risk assessment and mitigation based
on potential business impact rather than just technical severity.
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The following subsections discuss areas where exposure manage-
ment provides significant advantages over vulnerability manage-
ment, resulting in greater security through a more comprehensive
risk assessment.

Approach to Analysis

Effective vulnerability management typically utilizes a variety of
testing tools to discover vulnerabilities, rather than relying solely on
a single scanning technology such as port scanning. While there are
advantages to every tool, using only a single source of analysis leaves
gaps in terms of visibility and types of assets scanned.

Exposure management does not discard any one technology from
vulnerability management’s toolkit. Instead, it enhances this toolkit
by applying a wider range of tools and technologies to allow for
a more expansive scope. This approach allows exposure manage-
ment to cover vulnerabilities, misconfigurations, and other exposure
points that may not be tied to a single device or system. Exposure
management strategies focus more on network-level insights and
external threat intelligence, leveraging agentless scans to provide a
more comprehensive view of organizational exposures without the
granularity provided by agents. It helps manage risks across complex
environments, including cloud, mobile, and IoT, where traditional
agent-based tools might have limitations.

Visibility

The enhanced visibility range is where exposure management excels
far beyond vulnerability management in terms of scope of assets
protected and risks identified. Vulnerability management often
relies on users identifying and scoping a list of assets—IP address
ranges, domains, or certificates—but it cannot discover assets the

users aren’t aware of. Exposure management begins by discovering
all assets to ensure coverage of forgotten or unmanaged assets.

Due to its narrow scope, vulnerability management focuses solely
on vulnerabilities but fails to identify core risks such as misconfigu-
rations and unauthorized data exposures. This myopic view creates
organizational risks by overlooking critical weaknesses in the secu-
rity posture, especially in nontraditional environments such as the
cloud.
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By taking a broader perspective, exposure management identifies
multiple streams of information covering vulnerabilities, misconfi-
gurations, data exposure, and threats to reduce blind spots when
assessing organizational risk. This broader scope integrates business
context, allowing teams to better prioritize which exposures to
remediate based on which ones pose the greatest threat.

Complexity

Exposure management also takes the complexity out of security
management. Rather than having to oversee numerous dashboards
for different tools (as vulnerability management requires), exposure
management is centralized. Various data streams are merged into
a single location, reducing the number of interfaces analysts have
to deal with daily. By combining this monitoring information into
a single location, analysts can see events grouped together that indi-
cate a threat but pose a low risk on their own.

This approach also helps reduce the overhead of managing configu-
rations. Rather than having different tools that must be configured
to work together, each from its own interface, exposure manage-
ment is already interconnected. It allows configurations to be made
in one location and apply to the entire exposure management
process.

Handling Untimely Updates

Vulnerability management and exposure management are affected
by the lack of timely updates in their respective databases and
tools. For vulnerability management, the lack of timely updates
can lead to a gap in recognizing and mitigating newly discovered
vulnerabilities. Since this approach relies heavily on known vulner-
ability databases, any delay in updating these databases can prevent
the system from identifying and patching recent vulnerabilities,
increasing the risk window during which attackers can exploit these

gaps.
While also affected by delays in updates, exposure management

deals with a broader range of data inputs and therefore is slightly
more resilient.
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What Is Continuous Threat Exposure
Management? (CTEM)

Continuous threat exposure management (CTEM) is the Gartner
framework for implementing an operationalized version of exposure
management. The CTEM framework is built around a lifecycle of
continuously identifying, assessing, and managing all exposures that
attackers could exploit.

CTEM operationalizes exposure management by continuously mon-
itoring and adapting to the organization’s ever-changing IT land-
scape. This dynamic framework identifies and assesses risks and
manages them proactively, ensuring that security measures evolve
in line with new threats and technological advancements. By imple-
menting exposure management in this way, CTEM enables organi-
zations to implement proactive security while maintaining a vigilant
and responsive security posture, effectively safeguarding against
potential threats before they can exploit any vulnerabilities.

To help manage the entire environment, CTEM uses scopes to define
boundaries or parameters for monitoring, assessing, and managing
threats. Scopes help target specific areas of the IT environment
that are most critical to the business. This allows organizations to
prioritize their security efforts by focusing on areas that present the
highest risk or are most crucial to their operational integrity. Using
a focused approach helps organizations more efficiently allocate
resources and efforts.

CTEM scopes are tailored to each organizations specific needs
and risks, rather than following a one-size-fits-all approach. For
instance, rather than broadly targeting all internet-facing assets, a
scope can focus on a specific critical area such as revenue-generating
web applications. This narrows down the “scope” of the investiga-
tion, allowing for a more targeted assessment.

Similarly, instead of a general category that focuses on applications
storing or processing sensitive data, a more targeted scope could
focus on communication channels such as collaboration software
like Slack, which is more likely to leak sensitive data due to it being
targeted by phishing and ransomware threats.

As shown in Figure 2-1, organizations can manage multiple scopes
simultaneously rather than focusing on a single scope at a time.
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Teams can then subdivide these scopes into subgroups that address
distinct security concerns more effectively. An example would be
taking the general scope of protecting sensitive customer data and
breaking it into two subscopes: protecting sensitive customer data
in cloud infrastructure and protecting sensitive customer data in
third-party applications.

N
o\

‘ CTEM cycle) )
“

Figure 2-1. How CTEM simultaneously runs multiple scopes in parallel
(source: Gartner)
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In this scenario, the primary scope is intended to correlate directly
with the business needs, providing a measurable effort that can
be communicated to senior leadership. Subscopes help build the
technical and operational aspects into a scope, allowing teams to
effectively manage a portion of the scope. This makes it less over-
whelming and more manageable for teams.

Once scopes are defined, CTEM carries each scope through a cycle
of discovery, prioritization, validation, and mobilization to address
existing and emerging threats. As this cycle repeats, scopes are
reevaluated for alignment, continuing the exposure management
process.

The CTEM framework helps break the complex concept of exposure
management into a lifecycle of addressable steps. Organizations use
it to move away from the reactive security of vulnerability man-
agement toward the proactive security that exposure management
offers. This transition is essential because organizations are rapidly
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embracing new technologies and growing their IT attack surface
at an ever-increasing rate. Exposure management viewed through
the CTEM lens helps teams assess and manage the exposures in
these new areas. CTEM can adapt to the new threats and changes
in an organization’s IT environment, allowing cybersecurity teams to
more effectively address them.
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CHAPTER 3
The CTEM Framework

CTEM operates through a sequence of five interconnected phases
designed to systematically manage and mitigate risks associated
with cyber threats. The CTEM process begins with identifying and
assessing vulnerabilities and builds toward prioritization and miti-
gation strategies optimized for the organization and its threats.

The CTEM phases create a dynamic, iterative process that addresses
current security threats and prepares for potential future vulnera-
bilities. In this chapter, we will discuss the phases of the CTEM
framework. We will also examine the CTEM technology stack and
look at the technologies that are used for each phase of work.

Understanding the Five Phases of CTEM

Each CTEM phase serves a specific function:
Scoping
Building the scope and defining context

Discovery
Discovering potential threats

Prioritization
Prioritizing risks

Validation
Validating risks
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Mobilization
Mobilizing for mitigation

Let’s take a look at each phase in turn.

Scoping

The scoping phase lays the groundwork for the entire threat
exposure management initiative, setting out clear objectives and
engaging key stakeholders to ensure that the organization’s threat
exposure management efforts are well-defined, strategically aligned,
and poised for success.

In this phase, organizations identify and define the scope of their
CTEM initiative, including which assets, systems, and environments
will be included in their overall assessment and mitigation efforts
in later stages. This requires a thorough understanding of the
organization’s infrastructure, including on-premises, cloud-based,
and hybrid environments as well as third-party dependencies and
supply chain considerations.

Key stakeholders from various departments and business units
should be identified and engaged in providing input on scop-
ing decisions, ensuring that the threat exposure management pro-
gram addresses the concerns and priorities of all relevant parties,
including IT, security, operations, compliance, legal, and executive
leadership.

In addition to defining the scope, organizations must establish clear
goals and objectives for their threat exposure management program.
These objectives may include reducing cyber risks, enhancing secu-
rity posture, ensuring regulatory compliance, protecting critical
assets and data, or achieving specific business outcomes. By clearly
articulating these goals, organizations can ensure that their threat
exposure management efforts are focused and aligned with strategic
priorities.

Scoping also involves assessing the organization’s risk tolerance and
risk appetite, or level of risk the organization is willing to accept
as it pursues its business objectives. This requires understanding
the potential impact of security incidents on business operations,
financial stability, reputation, and compliance requirements. Organ-
izations can prioritize their threat exposure management efforts
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by defining their risk tolerance thresholds and allocating resources
accordingly.

Discovery

The next phase of CTEM involves identifying potential security
threats and vulnerabilities within the organization’s IT environment.
This phase holistically examines every element in the scope to help
identify a baseline of assets and potential weaknesses.

Following are the main components of the discovery process.

Asset discovery

Asset discovery is the first and most direct component of discov-
ery. It involves systematically cataloging all IT resources, including
hardware, software, network elements, and data assets. This com-
prehensive inventory helps organizations understand what needs to
be protected. Knowing all assets is essential to make an accurate
risk assessment across the organization. Without complete visibility,
important assets may be overlooked, skewing risk assessments and
leaving exposures unaddressed.

Vulnerability detection

Vulnerability detection uses tools to scan for known vulnerabili-
ties within these assets. These scans check for outdated software,
missing patches, and insecure configurations that attackers could
exploit. Automated vulnerability scanners are essential for periodi-
cally assessing IT assets against databases of known security issues,
and providing reports on vulnerabilities that need attention.

Organizations need to go beyond identifying just known vulnerabil-
ities in systems. They also need to assess system and application
configurations, because misconfigurations can lead to vulnerabilities
that are not captured by traditional scanning. This assessment can
be accomplished by leveraging continuous monitoring tools that
offer real-time insights into emerging security issues, especially in
dynamic environments such as the cloud.

Anomaly detection

Detecting future threats requires establishing behavioral baselines
for network traffic, user activities, and system performance. Anom-
aly detection monitors network and system activity to identify
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unusual behavior that could indicate a security incident. This
involves analyzing logs, network traffic, and user behaviors to spot
anomalies deviating from normal operations. Machine learning
algorithms can enhance anomaly detection systems by detecting
complex patterns and subtle anomalies that traditional methods
might miss.

Anomaly detection can be augmented through integration with
other security tools and processes such as security information
and event management (SIEM) systems, intrusion detection systems
(IDSes), and endpoint protection platforms. This allows for a com-
prehensive security approach by correlating data from various sour-
ces to validate potential threats.

Effective anomaly detection is not a one-time baseline. Instead,
continuous real-time monitoring is required to immediately identify
unusual actions, such as unauthorized access attempts, suspicious
data transfers, or unexpected application behavior.

Threat intelligence gathering

Incorporating real-world data on threat intelligence improves the
discovery phase. By taking in information from outside sources
about emerging or existing threats, organizations gain a better
understanding of actual risks. These external-threat feeds work with
anomaly detection strategies to provide additional context for detec-
tion. For example, a detected anomaly can be compared to a known
attack pattern originating from a suspicious IP address, allowing it
to be prioritized for immediate action.

Threat intelligence gathering is only as good as its sources. Rather
than relying on a single source, organizations should draw threat
intelligence from various sources, including commercial threat intel-
ligence services, industry sharing groups, government reports, and
open source intelligence (OSINT). These sources provide diverse
information, from indicators of compromise (IoCs) to tactics, tech-
niques, and procedures (TTPs) attackers use.

Threat intelligence can also improve SIEM, endpoint protection,
and network security solutions, enhancing their effectiveness by
allowing real-time correlation of incoming data with known threat
indicators. To be most effective, this intelligence should be contex-
tualized to the organization’s specific environment to ensure that the
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intelligence is relevant, actionable, and tailored to the organization’s
particular assets, technologies, and business processes.

Prioritization

Once data has been gathered through discovery, it needs to be
assessed to evaluate its potential impact on the organization’s secu-
rity. This phase is crucial for understanding the severity of each
identified threat and deciding how it should be managed based on
its potential to harm the organization.

This phase involves analyzing the identified vulnerabilities and
threats to determine their risk level, and prioritizing them based
on their likelihood of exploitation and the potential damage they
could cause. By thoroughly evaluating these factors, organizations
can make informed decisions about where to focus their remedia-
tion efforts, ensuring that the most critical threats are addressed
promptly and effectively. Let’s look at the components of the priori-
tization phase.

Risk analysis

Risk analysis in CTEM begins by quantifying the risks associated
with identified vulnerabilities. This process involves a detailed
examination of factors such as the likelihood of exploitation and
the potential impact on the organization. The analysis incorporates
data from various internal and external risk sources, including data
on software vulnerabilities, hardware failures, cyberattacks, and data
breaches.

By integrating assessments of both impact and likelihood, organiza-
tions can accurately estimate the level of risk for each threat. This
estimation helps organizations prioritize mitigation efforts, ensuring
that their resources are allocated to address the most critical threats
first. Additionally, part of the risk assessment involves assigning val-
ues to the assets affected by these vulnerabilities. This step is vital for
determining which assets are crucial to the organization’s operations
and evaluating their importance regarding confidentiality, integrity,
and availability.

From here, the nature of each identified threat is carefully evaluated.
This includes analyzing potential attackers’ capabilities, intentions,
and past activities and assessing the current exploitability of vulner-
abilities based on available threat intelligence and historical data.
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This assessment will estimate the likelihood that each threat will
materialize. It will consider the effectiveness of existing security
measures, the organization’s exposure level to vulnerabilities, and
the frequency of past incidents. The organization can then deter-
mine the potential consequences if a threat were realized, evaluating
impacts related to financial loss, reputational damage, legal ramifi-
cations, and effects on operational capability.

Business impact

To enhance risk assessment, organizations must carefully consider
the context of vulnerabilities by examining their impact on business
operations. The assessment should focus on the business context
by examining how vulnerabilities could disrupt daily operations
and service delivery. This involves analyzing specific workflows and
processes that rely on assets that are vulnerable to threats. This
can provide valuable insights into the operational impact and help
prioritize mitigation efforts based on potential disruption.

Aligning risk management processes with the organization’s strate-
gic goals is essential. This alignment ensures that managing secu-
rity risks does not hinder the organization’s ability to achieve its
long-term objectives. This alignment must also consider the unique
threats faced by the organization’s industry. Different industries may
be targeted by specific types of attacks and may face unique com-
pliance and regulatory challenges. By incorporating these factors,
organizations can develop a more robust and contextual risk assess-
ment that protects against immediate threats and supports strategic
objectives.

Triaging

Once the risk has context, organizations must decide which vul-
nerabilities need immediate attention based on their potential to
inflict harm. This step helps organizations allocate limited security
resources effectively.

Prioritization in CTEM builds on the information from the risk
analysis and contextualization phases to rank risks according to
their impact on the organization. Vulnerabilities with a high risk of
causing significant damage or loss are prioritized in the mitigation
queue. Integrating risk analysis with contextualization ensures that
the prioritization of vulnerabilities aligns with the organization’s
overarching goals and compliance obligations.
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In CTEM, prioritization is not a one-time assessment. It needs to
be dynamic to respond to the continually evolving threat landscape.
This means that priorities may shift as new vulnerabilities are dis-
covered and the context of existing vulnerabilities changes. Contin-
uous reassessment integrates new information and changes to the
operational environment, allowing it to adapt.

Integrating the prioritization strategies builds into the organization’s
broader security operations and enhances communication and coor-
dination across all relevant teams. This comprehensive approach
ensures that critical issues are addressed promptly and allows for the
strategic decision to deprioritize or not act on issues deemed low
priority, making overall security efforts more effective and efficient.

Validation

Once organizations understand what they need to address based
on prioritization, they have multiple options for validation. During
this phase, organizations should conduct controlled simulations and
emulations of attacker techniques to validate how potential attackers
might exploit identified exposures. This testing is crucial to assess
the responsiveness and effectiveness of monitoring and control sys-
tems against possible threats.

In this phase, organizations employ a variety of testing techniques.
These might include penetration testing, where security experts sim-
ulate attacks to identify vulnerabilities in the security infrastructure,
and red team exercises, which provide a real-world attack scenario to
test how well the organization can detect and respond to sophistica-
ted attacks. These methods help confirm that the security measures
can effectively mitigate identified risks before they are exploited.
Automated validation tools can be used to supplement and scale
human-based validation.

The validation phase also involves using security incident simula-
tions to evaluate the organization’s incident response plans. This
ensures that all procedural and communication channels function
optimally under the stress of a security breach scenario. Organi-
zations can identify weaknesses in their incident response strate-
gies through these rigorous validations and refine their approaches
accordingly.
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Mobilization

The mobilization phase in CTEM orchestrates strategic initiatives to
bolster the organization’s resilience against cyber threats. It encom-
passes a series of key actions aimed at preparing the organization to
execute its threat management strategy effectively.

This phase involves allocating adequate resources, including person-
nel, budget, and technology, to support threat detection, assessment,
mitigation, and reporting activities. It ensures that the organiza-
tion has the necessary tools and expertise to respond effectively to
security incidents. With resources in place, establishing governance
structures becomes pivotal in guiding the organization’s threat man-
agement efforts.

Establishing governance structures, such as threat management
committees or steering groups, is essential during mobilization.
These structures provide oversight and accountability, ensuring
that resources are aligned with the CTEM objectives and facili-
tating seamless collaboration across departments. This integration
helps embed security initiatives within existing business processes,
enhancing organizational preparedness.

A critical focus during mobilization is the selection and initial con-
figuration of foundational security technologies such as attack sur-
face management systems (ASMs), SIEM systems, IDSes, intrusion
prevention systems (IPSes), and endpoint detection and response
(EDR) tools. These technologies are integrated into the organiza-
tion’s infrastructure to enable real-time detection, analysis, and
response to security threats, setting the stage for a cohesive threat
management strategy.

Training and awareness programs are launched to foster a security-
conscious culture within the organization. Initial training focuses
on educating employees about the CTEM framework, common
security threats, best practices for threat detection and mitigation,
and the importance of promptly reporting security incidents. The
governance structures typically support these programs to ensure
that they are comprehensive and aligned with the organizational
objectives.

Finally, establishing mechanisms for continuous improvement, such
as regular reviews, assessments, and feedback loops, enables the
organization to adapt and evolve its threat management strategy
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over time. Analyzing past incidents, identifying areas for improve-
ment, and implementing corrective actions enhance the organiza-
tion’s overall security posture and resilience against cyber threats.
This iterative process is crucial for maintaining a proactive approach
to threat exposure management.

Each CTEM phase is strongly driven by technology. In the next
section, we will explore various tools and methodologies that organ-
izations can leverage to enhance their threat exposure management
capabilities and effectively navigate each CTEM phase.

The CTEM Tech Stack

CTEM utilizes various technologies that enhance each step we just
discussed. Keep in mind that CTEM is not a single platform, and in
fact, there is no single tech stack that will work for all organizations.
Instead, teams should assemble tools that serve their organization’s
needs and goals:

o Advanced analytical tools help analyze the data to identify pat-
terns and anomalies.

o Automated detection and response systems act swiftly to
respond to threats as they arise.

« Sophisticated monitoring and reporting mechanisms ensure
ongoing oversight and documentation of security status and
incidents.

Understanding and implementing the appropriate technology stack
is crucial for robust defense mechanisms. The CTEM tech stack
encompasses a variety of technologies designed to detect, assess,
mitigate, report, and improve security measures within an organiza-
tion. These tools address current threats and anticipate potential
future vulnerabilities, making proactive threat management possi-
ble. Table 3-1 summarizes the tools that are used in the five phases
of CTEM.
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Table 3-1. Tools for each CTEM phase

Scoping Discovery Prioritization Validation Mobilization
« Asset - Attack surface - Configuration - Patch « Deployment
inventory tools ~ management management management automation
« Network « Network tools systems tools
mapping tools monitoring « Quantitative - Dynamic - (onfiguration
« Threat tools and application management
intelligence « IDSes qualitative risk  security testing platforms
platforms - Network traffic ~ assessment « Security « Integration
- Data analysis tools orchestration, frameworks
classification systems « Compliance automation, + Automated
and « EDR systems tracking and response ticketing and
categorization ~ + Mobile device software platforms tasking tools
tools management - Audit « Breach and « Learning
« (Collaborative tools management attack management
tools « Vulnerability systems simulation system security
scanning tools  « Security tools awareness
+ SIEM systems dashboard « IPSes training
« Log analyzers tools + Web « Phishing
« Threat - Data application simulation
intelligence visualization firewalls tools
platforms tools « Penetration + Resource
« Threat testing management
intelligence « Encryption software
gateways tools + Budgeting
- Data loss tools
prevention « Asset tracking
systems tools
« Postmortem
tools
« Performance
analytics
platform

Each pillar of the CTEM tech stack is designed to interlock seam-
lessly with the others, providing a cohesive and unified approach to
threat exposure management.

Technology for Scoping

During the scoping phase of the threat exposure management
process, organizations embark on a critical journey to define the
parameters and boundaries of their security efforts. This phase
involves a series of activities to comprehensively understand the
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organization’s digital landscape and identify areas of potential
vulnerability.

Central to the scoping phase is the implementation of asset inventory
tools. These tools enable organizations to conduct thorough invento-
ries of their assets, including hardware, software, applications, data-
bases, and network infrastructure. By gaining visibility into their
digital footprint, organizations can identify potential security gaps
and prioritize areas for further investigation.

In addition to asset inventory tools, organizations leverage network
mapping solutions to visualize their network architecture. These
tools provide insights into connected devices, servers, endpoints,
and network segments, helping organizations to identify potential
entry points for attackers and to understand the data flow within
their networks.

While traditionally associated with the discovery phase, threat intel-
ligence platforms also contribute to scoping efforts. By providing
insights into emerging threats, attack trends, and industry-specific
vulnerabilities, these platforms inform scoping decisions and help
prioritize areas for further investigation.

Data classification and categorization tools help organizations under-
stand the sensitivity and criticality of their data assets. By classitying
data based on importance, sensitivity, and regulatory requirements,
organizations can implement targeted protection measures to safe-
guard their most valuable information.

Finally, effective scoping involves collaboration with key stakehold-
ers across the organization. Communication and collaboration tools
facilitate engagement with stakeholders from various departments,
including IT, security, legal, compliance, and business units.

Technology for Discovery

The suite of technologies for discovery is crucial in providing organ-
izations with a comprehensive view of their IT ecosystems and
potential attack surfaces. These tools are designed to recognize,
monitor, and analyze various aspects of network and endpoint secu-
rity to preemptively detect potential threats before they manifest
into security incidents.

Attack surface management (ASM) is a critical discovery tool that
provides organizations with comprehensive visibility into their
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entire attack surface. It identifies and catalogs all known and
unknown assets across on-premises, cloud, and hybrid environ-
ments. By continuously scanning and analyzing external digital
assets, ASM helps organizations detect vulnerabilities, misconfigu-
rations, and potential entry points for cyber threats.

Network and intrusion detection technologies such as network moni-
toring tools and IDSes form the first layer for identifying threats.
They monitor network traffic for signs of suspicious activity and
known threat patterns, serving as an early warning system for
potential security breaches. Complementing these are network traffic
analysis (NTA) systems that utilize machine learning and statistical
analysis to detect anomalies in network behavior that could indicate
an attack or a security risk.

Endpoint detection technologies focus on an organization’s endpoints.
EDR solutions are installed on endpoints to monitor and collect
data about potential security threats. This is vital for identifying
malware, ransomware, or other endpoint-specific threats. In the
mobile space, mobile device management (MDM) tools provide cru-
cial visibility and control over mobile devices that access the organi-
zation’s network, helping to manage and mitigate mobile computing
risks.

Vulnerability scanning tools are essential for proactive security meas-
ures. Automated vulnerability scanners regularly scan systems and
applications to identify known vulnerabilities, such as outdated soft-
ware or misconfigurations that attackers could exploit. Web appli-
cation scanners specialize in detecting security weaknesses in web
applications by performing simulated attacks and comprehensive
testing, further solidifying the security posture of web-facing tech-
nologies.

Log management and analysis tools help synthesize and interpret
data from various system interactions. SIEM systems do this by
integrating and analyzing log data from multiple sources within the
organization, helping to detect anomalies and potential threats with
a centralized view of security events. Complementary to this, log
analyzers are tasked with systematically reviewing and interpreting
the vast amounts of log data generated by network devices and
applications to pinpoint signs of malicious activity.

Threat intelligence platforms enhance the discovery capabilities by
providing actionable intelligence about emerging threats. They use
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threat intelligence feeds to deliver up-to-date information on new
threats. Threat intelligence gateways (TIGs) use this intelligence to
block traffic from known malicious IP addresses and domains, pro-
actively preventing attacks before they penetrate the network.

Technology for Prioritization

Technologies geared toward assessment and prioritization play a
crucial role in fortifying an organization’s security posture and
ensuring regulatory compliance in CTEM. These tools are indispen-
sable because they offer a systematic approach to identifying, ana-
lyzing, and prioritizing vulnerabilities and compliance gaps within
IT environments. By providing a comprehensive view of security
threats and their potential impacts, these technologies ensure that
resources are allocated efficiently to address the most critical risks.

Advanced organizations may leverage configuration management
tools to ensure that all system configurations adhere to established
security standards. These tools compare current configurations
against security baselines to identify and rectify misconfigurations
that could pose significant security risks.

Risk analysis software (including quantitative and qualitative risk
assessment software) is another key assessment tool. Quantitative
tools use data to assign financial values to risks, aiding in prioritiz-
ing vulnerabilities that could inflict substantial financial harm. In
contrast, qualitative tools delve into scenarios that are not easily
quantifiable but are essential for understanding the implications of
specific vulnerabilities within particular operational contexts.

Compliance management is streamlined through tools such as com-
pliance tracking software, ensuring that systems adhere to applicable
laws, regulations, and industry standards. These tools automatically
evaluate systems against compliance requirements and pinpoint
areas of noncompliance, which is vital for maintaining legal and reg-
ulatory adherence. Audit management systems complement these by
automating the data gathering needed for audits and facilitating the
management of the audit process, which is essential for effectively
addressing vulnerabilities and compliance issues.

Lastly, integration and visualization platforms, such as security dash-
board tools and data visualization tools, integrate and illustrate
data from various assessment tools. Security dashboards provide
real-time views of an organization’s security posture, offering a
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consolidated view of vulnerabilities and risks, which is crucial for
ongoing security management. Data visualization tools assist further
by graphically representing risk landscapes, simplifying the commu-
nication of risks to stakeholders, and supporting informed decision-
making.

Technology for Validation

Understanding the risks is just the first step; validating the effective-
ness of mitigation measures is crucial for ensuring effectiveness.
This involves deploying technologies and actively testing and vali-
dating their efficacy in real-world scenarios.

Automated remediation tools such as patch management systems
are vital for swiftly addressing known vulnerabilities. These systems
automate the process of downloading, testing, and applying updates,
which is crucial for keeping defenses current. However, validating
these patches through dynamic application security testing (DAST)
or similar methods ensures that the patches do not introduce new
vulnerabilities.

Security orchestration, automation, and response (SOAR) platforms
enhance incident response strategies by integrating and automating
security operations. Yet the effectiveness of these automated respon-
ses must be validated through breach and attack simulation (BAS)
technologies, which simulate real-world attacks to test how well secu-
rity protocols hold under attack.

Network security controls, including firewalls and IPSes, are undeni-
ably crucial. These are supplemented by web application firewalls
(WAFs) that protect against specific application-level attacks. Pene-
tration testing plays a key role here, validating that these tools effec-
tively block attempted breaches and comply with security policies.

Finally, data protection technologies such as encryption tools and
data loss prevention (DLP) systems secure sensitive information from
unauthorized access and exfiltration. The validation of these tech-
nologies involves regular audits and compliance checks to ensure
that they function as intended and adhere to regulatory require-
ments. This continuous cycle of implementation, testing, validation,
and feedback is essential for maintaining and enhancing an organi-
zation’s security posture against evolving threats.
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Technology for Mobilization

In the mobilization phase, deployment automation tools, configu-
ration management platforms, and integration frameworks are cru-
cial for seamlessly deploying and integrating security technologies.
These tools ensure interoperability among disparate security tools,
optimizing the organization’s security posture under the strategic
guidance of established governance structures. Automated ticketing
and tasking tools can help teams coordinate action on emergent risks
and communicate when tasks are complete.

Training and awareness initiatives are vital for embedding a
security-conscious culture within the organization. Learning man-
agement systems (LMSes), security awareness training platforms, and
phishing simulation tools are employed for training and as part
of a strategic approach to cultivate a pervasive security mindset
endorsed and supported by executive leadership.

Resource management software, budgeting tools, and asset-tracking
solutions are critical in ensuring that resources are strategically allo-
cated. These tools help align resource allocation with the strategic
priorities set by the organizations leadership, ensuring that every
security investment is strategic and effective.

Finally, establishing mechanisms for continuous improvement and
strategic feedback is essential. Feedback management systems, inci-
dent postmortem tools, and performance analytics platforms are inte-
gral to a continuous improvement strategy. They provide crucial
insights that influence strategic decisions and help refine ongoing
mobilization efforts, ensuring that they remain aligned with the
organization’s security objectives.

Assembling the Pieces

Now that you understand the diverse technologies integral to
CTEM, it is crucial to consider how these technologies can be woven
into the very fabric of an organization’s cybersecurity framework.
The comprehensive suite of tools—from analytics and machine
learning to feedback systems and simulation technologies—lays a
robust foundation for a proactive security posture. However, the
effectiveness of these technologies hinges not just on their individ-
ual capabilities but also on how well they are integrated into a
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cohesive system that addresses real-world challenges and adapts to
evolving threats.

In the next chapter, we will delve into the practical aspects of
deploying CTEM within an organization.
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CHAPTER 4

Implementing CTEM

Implementing CTEM is a strategic process that requires careful
planning and organization. It is not a simple matter of “flipping
a switch,” but rather a gradual transition that involves significant
changes in how an organization manages its cybersecurity risks.

This chapter provides a comprehensive guide on the practical appli-
cation of CTEM tailored to fit various organizational contexts. It
delves into the strategic integration of CTEM into organizational
security frameworks, emphasizing how it can be customized to meet
distinct operational and security challenges. The discussion is cen-
tered on leveraging CTEM methodologies to strengthen security
protocols, enhance risk management efficiency, and promote an
ongoing culture of security enhancement across all levels of the
organization.

This chapter serves as a road map for organizations aiming to bol-
ster their defenses against increasingly sophisticated cyber threats
by outlining step-by-step procedures for effectively adopting and
adapting CTEM.

Strategically Defining Cybersecurity Scopes

As we discussed earlier, scopes are the specific areas, processes, or
assets an organization prioritizes for threat assessment, mitigation,
and monitoring. Defining scopes within a business is crucial for
effective cybersecurity management in CTEM.
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First, by defining scopes, an organization can allocate resources
more efficiently. This targeted resource allocation ensures that the
most critical assets, which might be more vulnerable or valuable,
receive the necessary attention and resources. This strategic focus
facilitates enhanced risk management by allowing organizations to
pinpoint where they are most vulnerable and to tailor their security
measures accordingly.

Moreover, having well-defined scopes improves incident response
capabilities. When an organization clearly understands its critical
areas, it can respond more swiftly and effectively in the event of a
security breach. This responsiveness minimizes damage and quickly
restores operations.

Many industries have specific compliance requirements that can
vary greatly depending on the nature of the data that is handled or
the processes that are undertaken. By defining scopes, organizations
ensure that they meet these legal and regulatory standards more
consistently, as they can concentrate their compliance efforts where
they are most needed.

Lastly, strategic security planning is enhanced by the definition of
scopes. It allows organizations to develop comprehensive security
strategies that protect key elements of their operations. This strate-
gic approach defends against current threats and plans for future
security challenges, ensuring that the organization remains resilient
against evolving cyber threats.

Essential Steps for Effective Scope Identification

This process begins with a business-centric analysis during which
all physical and digital assets associated with key business processes,
such as servers, databases, applications, and crucial infrastructure
components, are cataloged. By identifying and documenting these
key business processes, organizations can pinpoint which operations
are essential and potentially at risk, establishing the groundwork for
all subsequent security measures.

For example, consider a healthcare provider that defines its scope
by focusing on patient data systems. This would involve cataloging
all systems where patient data is stored, processed, or transmitted,
such as electronic health record (EHR) systems, billing software,
and patient portals. By identifying these assets, the organization can
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prioritize securing the systems that directly impact patient privacy
and are subject to stringent regulatory requirements.

Further enriching scope identification is the integration of compli-
ance and regulatory considerations. Organizations must identify the
legal and regulatory frameworks that impact their operations. This
understanding helps define scopes that address operational needs
and align with legal obligations, particularly around data protection
and industry-specific regulations. Compliance thus acts as a critical
modifier in prioritizing efforts within the CTEM framework, influ-
encing risk scoring by its impact on operational risk assessments.

The threat landscape review and detailed risk assessment follow,
where potential threats are evaluated against the sensitivity and
value of identified assets. This comprehensive review helps deter-
mine the most vulnerable areas and should be prioritized within
the CTEM scopes. This phase builds upon the organization’s under-
standing of what it possesses, where it is vulnerable, and which
threats are most pertinent.

Lastly, the involvement of stakeholders from across various depart-
ments, such as IT, legal, finance, and operations, is essential. These
stakeholders provide diverse insights on critical assets and potential
vulnerabilities. Facilitating consensus among them ensures that the
defined scopes are comprehensive and embraced across the organi-
zation, fostering a unified approach to managing and mitigating
cyber risks.

Tailoring Cybersecurity Scopes to Your Organization’s
Needs

Understanding and defining the organization’s risk appetite is pivo-
tal for effective risk management and strategic decision-making. As
discussed in Chapter 3, risk appetite refers to the level of risk an
organization is willing to accept as it pursues its business objectives.
This definition guides risk management decisions and ensures that
these decisions align with the organization’s overall business goals
and strategy. By clearly articulating this risk tolerance, organizations
can ensure that their risks are deliberate and contribute positively to
their strategic aims without exposing them to undue danger.

Once the risk appetite is established, the organization can develop
prioritization criteria to manage risks more effectively. This process
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begins with a thorough impact analysis, which assesses how differ-
ent types of risks could affect critical business operations, financial
stability, and the organization’s reputation. This analysis sets clear
risk thresholds, reflecting the organization’s risk appetite. These
thresholds help determine the necessary actions and the intensity
of the response required for different levels of perceived risk.

Finally, resource allocation is tailored based on these prioritization
criteria. Resources are strategically directed toward mitigating risks
that exceed the organization’s acceptable levels, ensuring that criti-
cal risks are addressed promptly and effectively. Meanwhile, risks
that fall below these thresholds might be monitored or accepted,
depending on their potential impact and the organization’s capacity
to absorb loss.

Evaluating Your Technology Stack for Optimal
CTEM Integration

Assessing the technology stack is a critical component of CTEM, as
it directly influences the efficacy of all CTEM processes. A tech stack
encompasses all the software, hardware, and technology services
an organization uses to manage and secure its digital environment.
This assessment is not just about verifying the necessary tools; it
involves a thorough evaluation to ensure that the technology stack
can effectively support all aspects of CTEM.

The first step in assessing the tech stack involves evaluating whether
the current tools are adequate for the tasks required by CTEM. This
includes checking whether the tools can efficiently handle identifica-
tion, assessment, mitigation, reporting, and improvement processes.
Questions such as “Do we have the tools to get the job done?” and
“Is the technology current?” are fundamental. It’s essential that the
tools not only exist but are up-to-date and capable of meeting the
latest security challenges.

Additionally, the assessment must consider the usability of these
tools by the teams. It’s crucial to determine whether the teams can
effectively utilize the technology. If the tools are too complex or
are poorly integrated, it might hinder their effectiveness, regardless
of their advanced capabilities. This leads to the next inquiry: “Can
teams effectively use the technology?”

36 | Chapter4:Implementing CTEM



Another critical aspect is identifying gaps in the tech stack. This
involves pinpointing deficiencies where the current technologies fail
to adequately cover all CTEM processes. Are there areas in the
risk management framework where tools are lacking? Are there
processes currently handled manually that could benefit from auto-
mation? Addressing these questions helps create a comprehensive
tech stack that addresses identification and ensures robust support
across all CTEM domains.

A well-assessed and appropriately equipped tech stack is fundamen-
tal for delivering on all CTEM processes, ensuring that the organi-
zation can respond swiftly and effectively to evolving cybersecurity
threats.

Performing a Comprehensive Analysis of Your Current
Cybersecurity State

A comprehensive current state analysis is fundamental in CTEM, as
it helps organizations gauge the readiness and robustness of their
existing technology infrastructure. This analysis starts with a thor-
ough inventory and evaluation of all deployed hardware, software,
and network resources.

Inventory management and asset management form the corner-
stone of this process. Organizations can gain a clear picture of their
resources by compiling a detailed list of all hardware and software
assets, including servers, workstations, mobile devices, operating
systems, and applications. Further classification of these assets based
on their criticality and function within the organization aids in
identifying which assets are essential for business operations.

Moving deeper into the analysis, system analysis and network anal-
ysis play a critical role. Assessing the overall network architecture
provides insights into how systems are interconnected and how data
flows through the network, highlighting potential vulnerabilities or
inefficiencies in the network design. Additionally, reviewing system
configurations ensures that all systems adhere to security best prac-
tices. Identifying any misconfigurations or outdated settings that
could pose security risks is crucial for maintaining a solid defense
against potential threats.

Finally, an assessment of existing security measures evaluates the
effectiveness of current security protocols. This includes reviewing
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firewalls, antivirus software, IDSes, and encryption protocols to
determine their adequacy in protecting against current and emerg-
ing threats. This comprehensive analysis can be incorporated into
the discovery phase as your teams identify what assets exist across
your attack surface and the risks associated with those assets.

Conducting Thorough Vulnerability and Compliance
Audits

Assessing vulnerabilities and compliance within an organization is
critical to maintaining a robust security posture. This process begins
with a thorough security posture evaluation, which includes regular
vulnerability scanning to detect any weaknesses in both software
and hardware. These scans help uncover unpatched vulnerabilities,
misconfigurations, or software that may have reached end-of-life
and could pose significant security risks. To ensure continuous
monitoring, organizations implement regular scanning and testing
schedules using automated tools to efficiently detect security weak-
nesses across the entire IT infrastructure.

Each vulnerability identified is then assessed for severity, often using
standards like the CVSS, which helps prioritize remediation efforts
based on the potential impact and exploitability of the vulnerability.
Furthermore, trend analysis of vulnerability data over time aids
in identifying persistent security issues or trends, allowing organiza-
tions to pinpoint systemic weaknesses and areas needing enhanced
protective measures.

Vulnerability assessment should also include factors such as the
business context of the affected asset, how easy the asset is for
attackers to discover, and how attractive the asset is to attackers.
Threat intelligence can also be leveraged to better understand macro
trends in attacker behavior that could affect particular software or
industries.

Compliance and risk management processes ensure that IT systems
adhere to relevant legal, regulatory, and industry standards. Compli-
ance audits are crucial for identifying noncompliance that could
lead to fines or other legal issues. These audits involve detailed
reviews to ensure alignment with regulations specific to the indus-
try, depending on the nature of the business. Gap analysis further
assists in comparing current practices with required compliance
standards, identifying discrepancies, and developing action plans to
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address these gaps. Lastly, risk assessments are regularly updated to
reflect the current state of the tech stack and its environment, identi-
fying new risks that have emerged and necessitating adjustments to
the security strategy.

Maximizing CTEM Efficiency Through Strategic
Integration

Evaluating an organization’s tech stacks integration capabilities
helps implement effective exposure management strategies. This
process begins with compatibility checks, where the existing IT
infrastructure is assessed to ensure that new security tools and
upgrades can seamlessly integrate with legacy systems. Such assess-
ments typically evaluate hardware compatibility, software require-
ments, and network protocols to avoid integration issues that could
compromise security operations.

APIs further enhance integration. APIs facilitate the seamless con-
nection between disparate systems and tools within the security
architecture, enabling effective communication across platforms.
This integration is essential for ensuring that all security system
components can share data and alerts efficiently, which is crucial
for maintaining a coherent and responsive security posture. How-
ever, assessing APIs and assets connected to them is important
for security vulnerabilities or misconfiguration that could put your
organization at risk.

Additionally, implementing automated data synchronization solu-
tions is vital for maintaining consistency and accuracy of informa-
tion across the security stack. These solutions ensure that data
updates are automatically reflected across various platforms, elim-
inating discrepancies and enhancing data reliability in security oper-
ations. By ensuring that all parts of the tech stack can interoperate
effectively, organizations can create a more robust and efficient
security environment that is well equipped to manage and mitigate
exposures promptly and effectively.

Developing a Strategic Plan for Transition

A crucial aspect of crafting an effective transition plan is securing
the support and leadership of an organizational champion. This
role is typically filled by a senior executive, such as a senior vice
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president or higher, who has the authority and visibility to drive the
process forward. The champion is responsible for owning the tran-
sition process and advocating for the necessary resources, changes,
and buy-in across all levels of the organization.

This structured approach ensures that the transition to CTEM is
strategically planned and aligns with the organization’s broader goals
and objectives. By having a dedicated leader championing the pro-
cess, the organization can navigate the complexities of integrating
new practices and technologies with greater ease and effectiveness,
setting the stage for successfully adopting CTEM principles.

The Phases of a CTEM Transition Plan

A phased transition plan is essential for organizations implement-
ing a comprehensive exposure management framework. This strat-
egy ensures a smooth transition by setting specific milestones and
timelines and allocating resources through various implementation
stages.

Initial Planning and Assessment Phase

This foundational phase involves a comprehensive assessment of
current security practices and technologies. It identifies areas that
need improvement and pinpoints requirements for new technolo-
gies. Involving key stakeholders from various departments early in
the process aligns the transition plan with overall business objectives
and secures necessary buy-in. This collaborative approach ensures
that the plan reflects diverse perspectives and needs within the
organization.

Pilot-Testing Phase

After initial planning and assessment, select a limited scope or
department for implementing new security measures first. This pilot
testing allows the organization to evaluate the effectiveness of new
technologies and processes in a controlled environment. Monitoring
this phase closely and gathering feedback are vital for making neces-
sary adjustments. This iterative process minimizes risks associated
with a full-scale implementation by addressing potential issues early.
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Full-Scale Implementation Phase

Building on the successes of the pilot phase, the transition plan
then moves to a gradual rollout across additional areas of the orga-
nization. This expansion should be systematic, adjusting the pace
based on the complexity of integration and team capacity. Providing
comprehensive training and support ensures that all users affected
by the new systems are well equipped and knowledgeable about
using the tools effectively.

Optimization and Continuous Improvement Phase

After the full-scale implementation, a thorough post-
implementation review evaluates the security enhancements and
how well they integrate with existing systems. It also reassesses
whether the initial goals of the transition were met. Establishing
procedures for ongoing monitoring and continuous improvement is
essential, as the dynamic nature of security environments requires
regular updates to strategies and tools to adapt to new threats
and evolving business needs. This final phase ensures the organiza-
tion’s long-term success and relevancy of the exposure management
framework.

Managing Organizational Change During CTEM
Implementation

Effectively managing change within an organization, particularly
when implementing a CTEM framework, involves addressing the
human and organizational aspects of change. This requires a stra-
tegic approach to training and communication to ensure that all
stakeholders understand their roles and the new system’s benefits.

Communication and awareness are pivotal in this process. Develop-
ing a comprehensive communication strategy is the first step. This
strategy should clearly outline the objectives of the transition, its
benefits, and its impact on various stakeholders across the organiza-
tion. Awareness campaigns are crucial to enhance understanding
and buy-in. Utilizing multiple communication channels such as
emails, workshops, and town hall meetings helps educate employ-
ees about the importance of CTEM and the specific changes that
will occur. Additionally, leveraging key stakeholders and change
champions within each department is vital. These individuals can
advocate for the transition, facilitate change within their teams, and

The Phases of a CTEM Transition Plan | 41



provide valuable feedback, enhancing the overall change manage-
ment process.

Monitoring and feedback mechanisms are also essential. These
mechanisms should include tools to collect feedback on the change
process from all organizational levels, such as surveys, focus groups,
and feedback sessions. This ongoing feedback allows for continuous
monitoring and adjustment of the change initiatives, tracking adop-
tion rates, usage metrics, and overall satisfaction with the new sys-
tems. Proactively addressing concerns or resistance is crucial; being
open to feedback and ready to adapt plans based on constructive
criticism helps mitigate any adverse impacts and ensures that the
change process aligns with organizational goals and employee needs.

Building the Ideal Team for CTEM Success

Successfully implementing CTEM also requires a dedicated team
structured around clear roles and responsibilities and comprehen-
sive training programs. The effectiveness of CTEM hinges on the
team members capacity to perform their designated functions
expertly.

These roles have to be structured to enhance the collaborative
dynamics and communication within the team, ensuring that each
member understands their impact on the organization’s overall secu-
rity strategy. Proper structuring facilitates efficient coordination and
swift action in response to threats, which is critical for maintaining
robust cybersecurity defenses.

Defining Key Roles and Responsibilities

Following are the key roles that are necessary to enhance the success
of a CTEM program.

Strategicroles

These roles provide the direction and authority necessary for the
CTEM programs success. The CTEM strategist is pivotal, focusing
on long-term strategies, adopting new technologies, and staying
abreast of cybersecurity developments to continually refine the
program.
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Core CTEM team roles

Central to the team is the CTEM manager, who oversees the pro-
gram, coordinates among stakeholders, ensures policy compliance,
and manages daily operations. Security analysts play a vital role in
monitoring, analyzing, and responding to threats and handling the
day-to-day operations of threat detection, assessment, and mitiga-
tion. A compliance officer ensures that all CTEM processes and tools
adhere to legal and regulatory standards, integrating compliance
mandates into CTEM practices. A champion from the C-suite is the
bond that holds the entire program together, driving the overall
process and advocating for the necessary resources, changes, and
buy-in across the organization at the seniormost levels.

Supportive and operational roles

IT support specialists are essential for maintaining the technical
health of CTEM tools and systems, ensuring efficient operation, and
troubleshooting issues. The incident response team is critical during
security breaches, as it manages incidents, mitigates damages, and
leads recovery efforts.

Integration and collaboration roles

Business unit liaisons act as intermediaries between the CTEM team
and various business units, facilitating communication and coor-
dination of CTEM activities across different business areas. This
ensures that business needs are met without compromising security.
Training and development coordinators are responsible for develop-
ing and delivering training related to CTEM practices, ensuring
that all employees are well versed in the organization’s exposure
management policies and procedures.

Enhancing Skills and Training

In CTEM, effectively assessing and training staff helps maintain a
competent security team capable of managing evolving threats. This
process begins with comprehensive skill assessments and extends
into tailored training programs, ensuring that personnel are well
prepared and continuously advance in their capabilities.

Skill assessments are foundational in understanding the team’s
capabilities and identifying developmental needs. Baseline compe-
tency evaluations are conducted to ascertain each team member’s
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knowledge and skill level, which helps pinpoint areas requiring
enhancement. These assessments are customized for different roles
within the CTEM team to ensure relevance and effectiveness. For
instance, analysts may undergo evaluations focused on advanced
analytical skills, whereas IT support staff might be assessed on
their knowledge of network security. Continuous skill monitoring
is implemented to keep pace with rapid technological advancements
and changes in the threat landscape, allowing for the regular evalua-
tion of skill growth and the agility to adapt training as needed.

Training programs are developed to address the identified skill gaps
and to ensure that all team members, from new hires to seasoned
professionals, receive the education necessary to excel in their roles.
Comprehensive onboarding programs cover essential CTEM princi-
ples, organization-specific processes, and operational tools, laying
a solid foundation for new team members. Moreover, specialized
training sessions address specific needs identified through skill
assessments. These might include advanced cybersecurity courses,
workshops on the latest security technologies, or training on regu-
latory compliance requirements. Additionally, customized learning
paths are designed for team members based on their specific roles
and career progression plans, enhancing the personalization and
relevance of the training provided.

Optimizing Team Structure

When structuring a CTEM team, organizations must consider
whether a centralized, decentralized, or hybrid team structure best
suits their size and complexity.

Centralized versus decentralized structures

A centralized team structure centralizes CTEM operations simulta-
neously, facilitating streamlined decision-making and easier policy
enforcement. However, this model may face challenges in promptly
addressing local or specific departmental issues. Conversely, a
decentralized team structure disperses CTEM responsibilities across
various business units or geographical locations, enhancing respon-
siveness and enabling localized decision-making. This approach is
particularly beneficial for promptly addressing regional or depart-
mental security needs.
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Hybrid approaches

Many organizations opt for a hybrid structure that combines cen-
tralized strategic direction with decentralized operational activities.
This arrangement allows for a cohesive strategic approach while
maintaining the agility to respond effectively to local conditions
and threats. This model is often suitable for large or geographically
dispersed organizations, balancing unified leadership and localized
execution.

Integration and scalability

Including representatives from various IT, legal, human resources,
and operations departments within the CTEM team encourages a
holistic approach to threat management, leveraging diverse perspec-
tives and expertise. The team structure should also be scalable and
flexible, capable of adjusting to the changing threat landscape and
organizational demands. This flexibility might involve having adapt-
able roles or the ability to augment resources swiftly in response to a
crisis.

Specialized roles and integration

Its also crucial for the CTEM team to integrate seamlessly with
other security and IT functions within the organization. Regular
coordination with cybersecurity, network operations, and applica-
tion development teams, for example, ensures alignment across
various departments and enhances the overall responsiveness to
emerging threats.

Embracing a Proactive Future

CTEM represents more than a strategy; it's a comprehensive
approach to managing and mitigating ever-evolving cybersecurity
risks in the digital landscape. This framework, structured through
meticulous planning, assessment, and response strategies, empha-
sizes the importance of proactive measures rather than reactive
responses.

Adopting CTEM is not merely beneficial; it is crucial for any orga-
nization aiming to safeguard its digital assets against increasing
cyber threats. The identification, assessment, mitigation, reporting,
and improvement processes are integral to a robust CTEM strat-
egy, each contributing to a dynamic, iterative cycle that enhances
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organizational resilience. Implementing CTEM helps organizations
manage current security threats and anticipate and prepare for
potential vulnerabilities.

As organizations face complex cybersecurity challenges, adopting
CTEM provides a structured and effective pathway to enhance their
defensive capabilities. By integrating CTEM into their security pro-
tocols, organizations can ensure that they are better equipped to
manage the landscape of threats today and in the future.
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